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SECTION 01

Executive Summary

This report presents a comprehensive security audit of the USDTZ token smart contract on the BNB Smart
Chain (BSC), conducted on August 29, 2026 using automated on-chain analysis, bytecode function-
signature verification, and third-party scanning via the GoPlus Security API. The contract at
OXCE81855Cd674EC16828FCA824af43767¢c67Dd252 was evaluated for honeypot mechanisms, ownership-abuse
vectors, minting capabilities, transfer restrictions, tax manipulation, and proxy-based obfuscation.

USDTZ implements a standard BEP-20 interface with an Ownable pattern. Ownership has been fully
renounced, eliminating centralised control and rug-pull risk. No hidden minting, blacklist, pause, or tax
functions exist. The token is assessed as LOW RISK, with no critical or high-severity vulnerabilities
identified.

OVERALL RISK LEVEL

LOW & ’

The contract passes all automated checks — zero critical,

‘ HIGH

high, or medium-severity issues across 21 security controls.

Ownership fully renounced to the zero address 1

Standard BEP-20 interface with Ownable pattern

No minting, blacklist, pause, or tax functions

Liquidity locked via PinkLock02 until 31 Dec 2036 /100 - LOW RISK

CRITICAL

o

Critical vulnerabilities

OWNERSHIP

RENOUNCED

Owner = zero address

HIGH

o

High-severity issues

SOURCE

VERIFIED

Open source on BscScan

MEDIUM

o

Medium-severity issues

HONEYPOT

NOT A
HONEYPOT

Free buy & sell

INFORMATIONAL

2

Informational notes

CONTROLS

21

Security checks run



SECTION 02

Token Overview

USDTZ is a BEP-20 compliant fungible token deployed on the BNB Smart Chain. It follows the standard
ERC-20/BEP-20 specification with an additional Ownable modifier pattern for ownership management. The
token was deployed from address 0xb9df90bcécled2c44f5990a2db965a5840313e79, which also created the

initial liquidity pool on PancakeSwap V2.

The contract source has been verified and published on BscScan, enabling public code review and
independent verification. The token operates with 18 decimal places — consistent with industry standards
— and uses the standard transfer mechanism without any custom tax or fee logic at the contract level.

PROPERTY VALUE

Token Name

Token Symbol

Blockchain

Token Standard

Contract Address

Deployer Address

Decimals

Total Supply

Contract BNB Balance

Transaction Count

Source Verified

Compiler

USDTZ

USDTZ

BNB Smart Chain (BSC)

BEP-20
OxCE81855Cd674EC16828fCA824af43767c67Dd252
0xb9df90bcécleB2c44T5990a2db965a5840313e79
18

30,000,000,000,000 (30 Trillion)

0 BNB

1 (Deployment only)

Yes — Open Source VERIFIED

Solidity (exact version unavailable without API key)

All values captured from on-chain state and the GoPlus Security API at the time of the audit.



SECTION 03

Contract Verification

Contract verification establishes trust: a verified contract means the deployed bytecode matches the
published Solidity source, allowing independent researchers and users to inspect the exact logic
governing their transactions. Unverified contracts may hide malicious functions invisible in raw bytecode
— making verification a fundamental security requirement.

The USDTZ contract is verified as open source on BscScan. The GoPlus Security APl confirms
is_open_source = "1", and the contract is not a proxy (is_proxy = "8") — no hidden implementation
contract could be swapped by an administrator, eliminating proxy-based rug pulls. The bytecode is 4,065
bytes, consistent with a standard ERC-20 + Ownable implementation, with no suggestion of obfuscated
logic.

CHECK STATUS DETAILS

Source Code Published PASS Verified on BscScan

Proxy Contract PASS Not a proxy — is_proxy = 0

Bytecode Size INFO 4,065 bytes (standard for ERC-20 + Ownable)
Self-Destruct PASS No selfdestruct function detected

Verification summary. Open-source, non-proxy deployment with standard bytecode size — consistent with a
transparent, single-implementation BEP-20 token.



USDTZ TOKEN - SMART CONTRACT SECURITY AUDIT BSC - BEP-20 - PUBLIC

SECTION 04

Security Analysis

A thorough security analysis was performed on the USDTZ contract, examining the most common attack
vectors and vulnerability patterns found in BEP-20 tokens on BSC. The analysis combined automated
bytecode function-signhature scanning, the GoPlus Security API, and direct on-chain RPC calls to verify
runtime behaviour of critical functions such as ownership status and token metadata. The results
demonstrate that the contract follows best practices for a simple, transparent token with no complex or
potentially dangerous features.

4.1 Tax & Fee Analysis

One of the most common mechanisms used to extract value from holders is the implementation of buy/sell
taxes or transfer fees — typically applied during DEX swaps, where a percentage of each transaction is
redirected to a wallet controlled by the creator. High tax rates (often 5-10% or more) can significantly erode
trade value.

The USDTZ token has zero tax on buys, sells, and transfers. The GoPlus API confirms buy_tax = "@",
sell_tax = "0", transfer_tax = "0". Traders on PancakeSwap receive the full token amount with no
deduction — the ideal configuration for a medium of exchange or store of value.

BUY / SELL / TRANSFER TAX RATE

Typical taxed token (illuigg}ive)
10 mm USDTZ °

8

Rate (%)

5%

0% 0% 0% 0%
Buy Sell Transfer
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4.2 Minting Capability

The ability to mint new tokens is one of the most critical security parameters for any token. Unrestricted
minting allows the creator to inflate supply at will, diluting every existing holder — the primary mechanism
used in many token scams.

The USDTZ token is not mintable (is_mintable = "0"). No mint function was detected in the bytecode, and
no matching function selector was found during signature analysis. The total supply is fixed at 30 trillion
tokens and cannot be increased by any party, including the original creator.

4.3 Transfer Restrictions

Transfer restrictions represent another category of potentially malicious features — the ability to pause
transfers, blacklist addresses, impose trading cooldowns, or set modifiable maximum transaction (anti-
whale) limits. While some have legitimate use cases, they are frequently abused in scam tokens to trap
holders or selectively prevent selling.

The USDTZ token has no transfer restrictions whatsoever. The analysis confirms transfer_pausable = "@",
is_blacklisted = "0", is_whitelisted = "0", trading_cooldown = "0", anti_whale_modifiable = "0", cannot_buy
= "g", and cannot_sell_all = "0". Every holder can transfer freely, at any time — the optimal configuration
for a freely tradable token.

SECURITY POSTURE — RADAR KEY FLAGS — GOPLUS API
Ownership
Coptrol Mintable NO Proxy NO Blacklist NO
ot 10
Whitelist NO Pausable NO Cooldown NO
Liquidity Minting
Lock 9 6 Restriction
(Y
)
4 Anti-whale NO External calls NO Selfdestruct NO
2
Hidden owner NO Buy / sell / transfer tax 0%
1 1
Honeypot‘ 4 Transfer
Safety Freedom

10

Tax
Fairness
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SECTION 05

Honeypot Detection

A honeypot token allows users to buy but prevents or restricts selling. This is typically implemented by
requiring approval on sells, blacklisting selling addresses, applying trading cooldowns, or using buy/sell
tax differentials that make selling impossible due to slippage. Honeypots are among the most dangerous
and prevalent scams in DeFi, as they can appear completely legitimate until a user attempts to sell.

The USDTZ token is confirmed to be NOT a honeypot. The GoPlus Security API confirms is_honeypot = 0
and honeypot_with_same_creator = 0. This determination is based on the absence of buy/sell tax
asymmetry, no transfer pausing or blacklisting, no ability for the owner to modify slippage

(slippage_modifiable = "0", personal_slippage_modifiable = "8"), and no external calls that could
implement hidden trading restrictions (external_call = "0"). Users can freely buy and sell USDTZ on
PancakeSwap without risk of being trapped.

HONEYPOT CHECK RESULT RISK LEVEL
Is Honeypot NO NONE
Honeypot (Same Creator) NO NONE
Cannot Buy NO NONE
Cannot Sell All NO NONE
Buy Tax 0% NONE
Sell Tax 0% NONE
Transfer Tax 0% NONE
Slippage Modifiable NO NONE

Personal Slippage Modifiable NO NONE



SECTION 06

Ownership Analysis

Contract ownership is a fundamental security consideration for any BEP-20 token. The owner typically
holds the ability to call privileged functions that can modify token behaviour — changing fees, pausing
transfers, blacklisting addresses, or, in the worst case, minting new tokens. A contract whose ownership
has been renounced (transferred to the zero address) provides the highest level of decentralisation
assurance, as no entity can modify the contract after deployment.

The USDTZ contract ownership has been fully renounced. Direct on-chain verification via the BSC RPC
confirmed that owner () returns the zero address 6x0000000000000000000000000000000000000000. The GoPlus

API confirms owner_balance = "0", owner_percent = "8.0", can_take_back_ownership = "0", and hidden_owner =
"g". Even if the original creator wanted to modify the contract in future, they would be unable to do so —
there is no backdoor to reclaim ownership after renunciation.

OWNERSHIP PARAMETER VALUE ASSESSMENT
Owner Address 0x0000..0000 (Zero) RENOUNCED
Owner Balance 0 No special access
Can Take Back Ownership NO No backdoor
Hidden Owner NO No proxy owner

Owner Change Balance NO Cannot modify holdings
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07
SECTION 07

Liquidity Analysis

Liquidity analysis examines the trading pool associated with the token — total value locked (TVL), the
locking mechanism, lock duration, and LP-token distribution. A well-locked pool is essential for
sustainability, as it prevents the liquidity provider from withdrawing the pair that supports trading.
Unlocked liquidity lets a creator withdraw everything after users buy in, rendering tokens untradeable.

USDTZ has a liquidity pool on PancakeSwap V2 at pair address
0x0f017e90h3a2f2e76e864ec68F191d5F111accde, With total liquidity of approximately $137-140 USD (as of the
audit date), consisting primarily of USDT. LP tokens are locked via PinkLock02 until December 31, 2036
— roughly 10 years of security — covering 99.9999% of all LP tokens. This strongly protects traders from
rug-pull risk; however, current liquidity depth of = $140 is very low, meaning larger trades will experience
significant slippage.

LIQUIDITY LOCK TIMELINE

Audit
(Aug 2026)

Lock

PinkLock02 - ~10.3 years - 99.9999% LP locked expiry

Aug '26 2028 2030 2032 2034 2036 2038
DEX PancakeSwap V2
Pair Address 0x0f017e90b3a2f2e76e864ec68f191d5f1llaccde
Liquidity Type UniV2 Automatic
Pool Fee 0.25%
Total Liquidity (USD) ~$137.55
LP Lock Provider PinkLock02
LP Lock Expiry December 31, 2036
LP Lock Duration ~10 Years
LP Tokens Locked 99.9999% LOCKED
Quote Token USDT (BSC)

Security Audit Division Page 10 of 14
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SECTION 08

Holder Distribution

Holder-distribution analysis examines how the total supply is distributed among addresses. A healthy
distribution shows many holders with balanced positions; a concerning one shows one or a few addresses
holding the vast majority of supply. Concentrated holdings indicate higher risk, as a single large holder
could significantly impact price by selling — though locks reduce the risk of sudden dumps.

USDTZ has 7 total holders as of the audit date. 90% of supply (27 trillion tokens) is locked in PinkLock02
until December 31, 2036 — the same period as the LP lock. The creator address holds approximately
9.99% of supply (2.997 trillion tokens), the PancakeSwap pair holds = 0.01%, and the remaining holders
collectively hold under 0.001%. The distribution is heavily concentrated in the locked allocation, but the
lock mechanism mitigates the risk of a sudden supply dump.

SUPPLY DISTRIBUTION

N\

Il PinkLock02 (locked) - 90.00%
30T Il Creator - 9.99%
PancakeSwap V2 pair - 0.01%

Total suppl
PPy Other holders - 0.00%

7 holders

ADDRESS BALANCE (USDTZ) SHARE LOCKED

0X4079..1bbe 27,000,000, 000,000 C— YES - 2036

PinkLock02 90.000%

0xb9df..3e79 2,997,000,000, 000 e NO
9.990%

Creator

0x0f01..cde 2,996,595, 414 A NO

PancakeSwap V2 0.010%

0x3977..£07¢c 1,332,565 <0.001% NO

0xf216..f0de 1,183,508 <0.001% NO

0xad63..49Fd 887,017 <0.001% NO

0x8429..8403 1,496 <0.001% NO

Security Audit Division Page 11 0f 14



SECTION 09

Function Signature Analysis

Function-signature analysis scans the deployed bytecode for the presence or absence of specific function
selectors — the first 4 bytes of the keccak256 hash of each function signature. This technique detects
potentially dangerous functions even when source is unavailable, and verifies that claimed features are
actually present. The analysis checks for standard ERC-20 functions (to confirm compliance) as well as
potentially dangerous functions that could manipulate token behaviour, restrict transfers, or extract value.

FUNCTION SELECTOR FOUND RISK

totalSupply() 18160ddd YES SAFE
balanceOf (address) 70208231 YES SAFE
transfer(address,uint256) a9059chb YES SAFE
allowance(address,address) ddé2ed3e YES SAFE
approve(address,uint256) 095ea7b3 YES SAFE
transferFrom(address,address,uint256) 23b872dd YES SAFE
owner() 8da5ch5h YES SAFE
renounceOwnership() 715018a6 YES SAFE
transferOwnership(address) f2fde38b YES SAFE
name () 06fdde03 YES SAFE
symbol() 95d89b4l YES SAFE
decimals() 313ce567 YES SAFE
paused() 5¢975abh NO SAFE
blacklist(address) e2b374cf NO SAFE
isBlacklisted(address) fe575a87 NO SAFE
setTax(uint256) 4ebec247 NO SAFE
taxRate() c4d6é6des NO SAFE
uniswapV2Pair() £2b0653d NO SAFE
exemptFromFee (address) b7b3ebe5 NO SAFE
setPairAddress(address) c90569F7 NO SAFE

Interpretation. All 12 standard ERC-20/Ownable functions are present (compliance confirmed). None of the 8
potentially dangerous administrative functions exist in the bytecode — consistent with a fixed-supply, non-
restrictive token.
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SECTION 10

Risk Assessment Matrix

The matrix below summarises every security check performed on the USDTZ contract, categorised by
severity. A token with all checks passing at "None" or "Low" level is considered safe for normal trading
and holding, though users should always conduct their own due diligence.

SEVERITY DISTRIBUTION LEGEND
me ® none @ Low MEDIUM @ HiGH @ CRITICAL
MEDIUM - 1
row - 3 17 checks at NONE severity, 3 at LOW, 1at MEDIUM (liquidity depth).
Www Zero HIGH or CRITICAL findings.

SECURITY CHECK RESULT SEVERITY DESCRIPTION

Honeypot Detection PASS NONE Not a honeypot token
Minting Capability PASS NONE No mint function exists
Ownership Renounced PASS NONE Owner = zero address
Hidden Owner PASS NONE No hidden-owner pattern
Ownership Recovery PASS NONE Cannot take back ownership
Buy Tax PASS NONE 0% buy tax

Sell Tax PASS NONE 0% sell tax

Transfer Tax PASS NONE 0% transfer tax

Transfer Pausing PASS NONE No pause function

Blacklist / Whitelist PASS NONE No blacklist function
Trading Cooldown PASS NONE No cooldown mechanism
Anti-Whale Modification PASS NONE Anti-whale not modifiable
Slippage Modification PASS NONE Slippage cannot be changed
Proxy Contract PASS NONE Not a proxy contract
External Calls PASS NONE No external calls
Self-Destruct PASS NONE No selfdestruct function
Source Code PASS NONE Verified and published
Liquidity Lock PASS LOW Locked until 2036-12-31
Liquidity Depth WARNING MEDIUM Only ~$140 TVL

Holder Count WARNING LOwW Only 7 holders (early stage)
Supply Concentration INFO LOW 90% locked, 10% circulating

Security Audit Division Page 13 of 14
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SECTION 11

Recommendations

BSC - BEP-20 - PUBLIC

While the USDTZ contract passes all security checks with no vulnerabilities detected, several
recommendations would strengthen the project as it develops. These are not security flaws, but best
practices for building trust, increasing liquidity, and growing the holder base — making the token more

attractive to investors and listing platforms.

n Increase Liquidity Depth

The current liquidity of ~ $140 USD is extremely low
for sustainable trading — even small trades will
experience significant price impact (slippage). The
team should add liquidity as the project grows,
targeting at least $5,000-$10,000 to facilitate
smoother trading, attract larger participants, and
reduce the risk of price manipulation.

Pursue Exchange Listings

Listings on reputable platforms such as CoinGecko
and CoinMarketCap, plus DEX aggregators, would
increase visibility and trust. The token should also
consider applying for centralised-exchange listings to
widen accessibility for users who prefer not to use
decentralised exchanges directly.

12 - Disclaimer

° Grow the Holder Base

With only 7 holders, the token is in its earliest stage.
Growing the number of holders distributes risk more
evenly and creates a healthier market structure.
Marketing efforts, exchange listings, and community
building can help attract more participants and
increase the overall decentralisation of token
ownership.

n Conduct a Full Manual Audit

While this automated analysis provides a strong initial
assessment, a full manual code review by a reputable
firm — such as CertiK, Hacken, or HashEx — would
provide additional assurance and credibility. Many
investors and listing platforms require or strongly
prefer tokens audited by established security firms.

This audit report is provided for informational purposes only and does not constitute financial advice, investment
advice, or a recommendation to buy, sell, or hold any cryptocurrency or digital asset. The analysis is based on publicly
available on-chain data, automated security scanning tools, and bytecode analysis performed at the time of the audit
(August 29, 2026). Blockchain data is dynamic and the state of the contract may change after the audit date. While
every effort has been made to ensure accuracy, the audit does not guarantee the complete absence of vulnerabilities.
Users should conduct their own research and consult with qualified financial advisors before making any investment
decisions. Past performance is not indicative of future results, and cryptocurrency investments carry inherent risks
including the potential for complete loss of invested capital. The authors of this report assume no liability for any losses
or damages arising from the use of information contained herein.

Security Audit Division
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